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ABSTRACT 

Security has become a most critical issue for several wireless sensor networks 

applications. The ad-hoc nature of wireless networks and the deployment of 

sensor nodes in hostile areas make them vulnerable to several types of attacks. 

One of the most severe attacks in wireless networks is the Sybil attack in which a 

malicious node illegitimately claims multiple identities. 

Sybil attack can destroy the routing mechanisms such as LEACH (Low-Energy 

Adaptive Clustering Hierarchy) protocol which is used to provide the function of 

data routing towards the base station by partitioning the sensor nodes into clusters. 

Also, Sybil attack poses a threat to cluster-based networks, because once the Sybil 

node becomes a cluster-head, it has a harmful effect on not only neighbor nodes 
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but also the whole cluster. This adverse effect degrades data integrity, security, 

and resource utilization. 

In attempting to protect wireless sensor networks against such an attack as well 

as to enhance the network security, we propose a novel detection scheme of Sybil 

attack in a clustering-based hierarchical network. Our proposed approach can 

detect the Sybil node which behaves as a cluster-head in wireless networks. The 

method is based on the RSSI (Received Signal Strength Indicator) technique to 

determine the location of the nodes without any additional specialized 

hardware/software. 

 

Keywords: Sybil Attack, Wireless Sensor Network, Defensive mechanisms, 

LEACH protocol, Security, RSSI. 

 

1. Introduction 

A wireless sensor network (WSN) is a network that consists of base stations 

and a large number of nodes where each node is equipped with a sensor to monitor 

physical or environmental conditions like light, heat, pressure, etc. WSNs provide 

an ideal solution for a variety of monitoring and surveillance applications such as 

pollution sensing, wildlife monitoring, military target tracking and traffic 

monitoring. The majority of these applications requires security, especially for 

critical infrastructures. Limited energy, storage and computational resources of 

sensor nodes [1] make the implementation of security techniques in WSNs 

complicated. Therefore, sensor networks have become vulnerable to various 

attacks.  

Sybil attack is one of the severe attacks, which poses a serious threat to the 

integrity of WSNs. It is an active routing attack which monitors, listens to and 

modifies the data stream in the communication channel, and acts on the network 



 

layer while routing the messages. It was originally described as an attack able to 

defeat the redundancy mechanisms of distributed storage systems in peer-to-peer 

networks [2]. In such an attack, a single node (malicious node) presents multiple 

identities to other nodes in the network. This is done by either claiming false 

identities or simply stealing legal identities of other sensor nodes [1]. It is common 

to refer to a malicious device’s additional identities as Sybil nodes. The Sybil node 

tries to communicate with neighboring nodes by using the identity of the 

legitimate node. This confuses and collapses the network. Figure 1.1 shows a 

scenario of Sybil attack in WSNs. The Sybil nodes typically have the same set of 

neighbors because they are all associated with the same physical device (i.e., the 

malicious node). This characteristic of Sybil nodes was exploited to detect a Sybil 

attack by collecting neighboring information and then analyzing the results. 

 

Figure 1.1: Sybil Attack 

Also, Sybil attack can be used against clustering-based routing protocols [3] like 

LEACH protocol.  Such protocols organize the sensor nodes in groups called 

clusters to report data from the cluster members to the cluster head and in turn, 

transfer it to a centralized base station. Sybil nodes may attack routing 

mechanisms in order to transmit the packets to an incorrect destination. These 

threats by Sybil attack have made the need for security very important to protect 

the network from such attack. 



 

1.1.  Problem Statement 

We assume a static wireless sensor network, where all sensor nodes are 

immobile after initial deployment. Given a set of cluster heads, member nodes 

and a base station which are deployed in a geographical region such that a Sybil 

node can capture and tamper a benign cluster-head for the purpose of converting 

it as malicious that can launch Sybil attack. Once the Sybil node becomes a 

cluster-head, it has a bad effect on not only neighbor nodes but also the whole 

cluster. This harmful effect degrades data integrity, security, and resource 

utilization.  In response to this problem, our study proposes to investigate a new 

defense mechanism to detect the malicious cluster-head, which has the intention 

of causing the Sybil attack in the wireless sensor network. 

1.2. Motivation 

Advances in the wireless communications field led to an increasing interest in 

wireless sensor networks in recent years. WSNs provide an ideal solution for a 

variety of monitoring applications. These applications require security to protect 

the network from attacks such as Sybil attacks. Therefore, Sybil attacks have been 

widely studied by the researchers and proposed several defense schemes. 

However, existing techniques require costly requirements such as nodes position 

[4], encryption keys [5] and identity certificates [6] methods. However, these 

techniques increase overhead and not suitable for the limited resources of the 

sensor nodes. Therefore, an efficient scheme is required to detect Sybil attacks 

without additional overhead as well as to conserve energy and prolong the 

network lifetime.  

1.3. Contribution 

This paper is focused on a promising mechanism to mitigate Sybil attack in 

WSNs using RSSI technique. Our solution can detect the malicious cluster-head 

that may cause the Sybil attack. The proposed approach does not require any 



 

special requirements or shared keys to detect the Sybil node. Furthermore, we 

analyze and compare the existing defense mechanisms against Sybil attack.  

1.4. Paper Organization 

The remainder of the paper is structured as follows. The background section 

presents the basic information of clustering concept, LEACH protocol and RSSI 

technique. The literature review section discusses the related work on Sybil attack 

from a security perspective and possible countermeasures. The proposed scheme, 

network model and assumptions are described in proposed approach section. 

Finally, conclusion section concludes the work and presents some directions for 

future work. 

2. Background 

The network structure is categorized into flat and hierarchical approaches. In 

flat networks, all sensor nodes cooperate with each other in order to route the data 

to the base station, which each node has the same role. In hierarchical approaches, 

sensor nodes are clustered into groups to save the energy of nodes during the 

routing process. This function can be performed by several routing protocols such 

as LEACH protocol. 

In this section, we provide the most important information concerning the concept 

of clustering in wireless sensor networks as well as the function of LEACH 

protocol and its importance in routing data in hierarchical networks. In addition, 

we present the RSSI technique as a function of distance in WSNs. 

2.1. Clustering in WSNs 

 Clustering is an important technique in large wireless sensor networks for 

reducing energy consumption, increasing network lifetime and achieving better 

network performance [7]. It is an energy efficient routing mechanism that 

transfers data from the sensor nodes to a centralized base station. All the sensor 



 

nodes in a network organize themselves into groups called clusters. One of these 

nodes in each cluster acting as the cluster-head (CH). The rest of the nodes (non-

cluster-head nodes) transmit their data to the cluster-head. The latter receives and 

aggregates data from its member nodes (MN) (intra-cluster communication), and 

cooperates with other cluster-heads to transmit data to the base station (inter-

cluster communication). Figure 2.1 shows clustering network topology. 

 
 

Figure 2.1: Clustering in WSNs [7] 

2.2.  LEACH Protocol 

Due to energy consumption during routing process in flat networks, dynamic 

LEACH (Low-Energy Adaptive Clustering Hierarchy) protocol [8] is used to 

provide the function of data routing towards the base station with low energy 

consumption by partitioning the sensor nodes into clusters. This function is 

implemented in two phases. The first one is the Setup phase where cluster-heads 

are chosen randomly and the formation of clusters with cluster-heads and member 

nodes is done for the WSNs. Each node in the network becomes a cluster-head at 

least once. While in Steady phase, data is collected and transmitted to the base 

station. 

2.3. RSSI 

RSSI stands for Received Signal Strength Indicator. It is a measurement of the 

power present in a received radio signal, and can be measured in any unit of 



 

power. It is often expressed in decibels (dB), or as percentage values between 1-

110, and can be either a negative, or a positive value. This technique is used in 

WSNs to estimate the distance between nodes wirelessly [9]. 

3. Literature Review 

Sybil attacks can destroy the network integrity and compromise the security 

by disabling many networking protocols such as routing protocols. So, security 

against Sybil attack has been able to attract the attention of many researchers 

around the world. They proposed several approaches in order to avoid the threat 

of Sybil attack, or at least limit its consequences. According to [10], [11], [12] and 

[13], these proposed approaches are classified into five categories including 

resource testing, trusted certification, position/ location verification, RSSI-based 

scheme and random key pre-distribution. This classification is based on the 

method or technique which is used to detect the Sybil attack. 

In this section, we review various mechanisms proposed to prevent and mitigate 

the Sybil attack in wireless sensor networks. In addition, we present a brief 

discussion and comparison of the existing methods. The approaches have been 

summarized and presented according to the previous classification as follows. 

3.1. Approaches 

3.1.1. Resource Testing 

Resource Testing is the most common solution to avoid Sybil attacks. The 

threat of Sybil attack was first studied by Douceur in the context of peer-to-peer 

networks [2]. In the absence of an identification authority, peer-to-peer systems 

will be susceptible to Sybil attacks, in which some entities forge multiple 

identities to compromise the system. Douceur proposed a resource testing method 

which assumes that a local entity’s ability to discriminate among distinct remote 

entities depends on that an attacker’s resources are limited. The method tests 



 

whether each identity has as many resources as the single physical device it is 

associated with. Any discrepancy indicates the possibility of a Sybil node. These 

tests include storage, computing, and communication resources. Computation and 

storage are inappropriate for WSNs because the attacker might have these 

resources in large capacities compared to resource-starved sensor nodes. The 

proposed method of testing communication is to send a message to identities and 

then only accept replies that occur within a certain period. This method is also 

unsuitable for WSNs because the messages used for verifying communication 

resources might flood the entire system itself. Newsome et al. [1] studied the same 

problem in the context of wireless sensor networks. Their proposed method is 

based on the radio resources used by a node. It assumes that any device has only 

one radio and this radio is incapable of sending or receiving on more than one 

channel at a time. If a node wants to verify that none of its neighbors are Sybil 

nodes, it assigns each of its neighbors a different channel to send a message on. 

Then, it will choose a channel to listen. If the neighbor node that was assigned 

that channel is a legal node, it should hear the message. The results showed the 

effectiveness of the method in the simulation environment. Whereas, attackers in 

the real-world environment may have multiple channels. But in general, these 

results are better than the results obtained by Douceur [2]. 

In the clustered sensor network topology, Sinha et al. [13] used the previous idea 

of node resources with some modifications to be suitable for clustering networks. 

Their method starts with suspecting a node as Sybil if it has a maximum number 

of packets drop and then verifies it by two phases. In the first phase, the observer 

(single node) makes a cluster and calculates the dissimilarities between the nodes. 

Then, the observer constructs a graph in which the node with maximum connected 

components is taken as Sybil node. In the second phase, the similarities between 

the nodes are calculated. Then, the graphs are plotted in the same manner as in the 

first phase. If the result of both phases indicates that the same node is Sybil node, 



 

then the node is really a Sybil one. This method has demonstrated its ability to 

combine clustering and using of node resources effectively in order to detect Sybil 

attack. 

3.1.2. Trusted Certification 

Trusted certification is by far the most frequently cited solution to defeating 

Sybil attacks. Douceur [2] has proved that such kind of certification is the only 

method that has the potential to eliminate Sybil attacks completely. This approach 

relies on a centralized authority CA that verifies the validity of each node, and 

issues a certificate for the honest one. Centralized authority thus eliminates the 

problem of establishing a trust relationship between two communicating nodes. 

In fact, Douceur does not offer any method for ensuring such uniqueness, and in 

practice, this technique is costly because it needs a manual configuration to 

perform it in large-scale systems. To get better results in large systems, Saha, H 

et al. [14] proposed another technique based on using RSSI value with trusted 

certification to detect Sybil nodes. They assume that the network will be divided 

into several subgroups. Each subgroup will contain a central authority (a single 

trusted node) and RSSI detector nodes. If the detector nodes declare Sybil attack, 

the trusted node checks whether the node is indeed a Sybil node or not. If so, it is 

removed. When the number of nodes exceeds a threshold value, a new subgroup 

will be created, and a new trusted node will be assigned as the central authority of 

that subgroup. The technique proved its ability to detect Sybil nodes in large 

networks. But the problem associated with it, that the central authority can easily 

become a target for Sybil attack. 

The idea of threshold value with trusted certification is also used by R. Singh et 

al. [6]. They proposed a novel approach called a Trust-Based Sybil Detection 

(TBSD) to detect Sybil nodes in WSNs. The scheme is based on trust values of 

adjacent sensor nodes. The nodes with the trust values less than a threshold value 



 

are detected as Sybil node. The experimental results show that the TBSD attains 

significant attack detection rate than previous techniques. 

In cluster network topology, SRSRP (Sybil Resistant Secure Routing Protocol) 

has been proposed by H. Singh, et al. [15] to protect the cluster head against Sybil 

attack. In this approach, the base station (BS) is considered a central authority 

which is used to verify the identity of the cluster head. Any node wants to be a 

cluster head, it will send its ID and an encrypted message using Armstrong 

number to BS and in turn, decrypts the message using the same Armstrong 

number. If the message is not decrypted or ID is not found in the registration table, 

it means that the node is a Sybil node. The simulation results showed the 

efficiency of the proposed protocol for the detection of Sybil attack. However, the 

malicious node may penetrate the authentication mechanism. 

3.1.3. Position/ Location Verification 

This technique is based on the fact that the same position in a network should 

not be occupied by more than one identity simultaneously. It checks the location 

of each identity by using distance measurement. 

Mukhopadhyay and Saha [4] proposed a location verification based defense 

against Sybil attack. This method assumes the presence of an agent who is aware 

of the locations of all nodes. When a new node joins the network and claims its 

position, then agent verifies the claimed location. If the claimed location 

fabricated, the node is considered a potential Sybil node. Although this method 

needs special requirements such as software agent and the awareness of nodes 

locations, the results showed their ability to defend against Sybil attack. In another 

study, Vamsi and Krishna [16] suggested a lightweight Sybil attack detection 

framework (LSDF). The proposed framework is based on evidence theory which 

includes evidence collection and validation. It works with information of 

neighboring nodes observed by each node to collect evidences. Observations, 



 

distance and RSSI values of nodes are recorded during the evidence collection. 

These evidences are submitted and verified by running sequential ratio test to 

decide easily whether neighboring node is a Sybil node or legitimate node. With 

extensive simulations, it was showed that the LSDF could detect Sybil attack with 

few evidences. Meanwhile, it consumes too much energy than [4]. 

The Sybil nodes typically have the same set of neighbors because they are all 

associated with the same physical device (i.e., the malicious node). This 

characteristic of Sybil nodes was exploited to detect a Sybil attack by collecting 

neighboring information and then analyzing the results. This technique has been 

adopted by Ssu et al. [17]. They proposed a detection scheme which executed by 

a normal node N. N sends a message to one of its neighbors I, and the latter 

broadcasts a message over its maximum transmission range. Any node is hearing 

this message, replies using one hop broadcast directly to N. Then, N records the 

IDs of the nodes which send a reply and combines these IDs to form the set of 

common neighbors for both N and I. The process is repeated until all of the set 

has been collected. N will then compute the total number of appearances of each 

node. Therefore, if the number of appearances of a node exceeds a certain 

threshold value, the node is considered a Sybil node since the amount of Sybil 

nodes is large. The simulation results have shown that the Sybil nodes can be 

correctly identified, with a false detection rate of 4%. However, the computations 

may consume the energy of the nodes, which is the same problem in [16]. 

To avoid the energy consumption problem in previous methods, an energy 

efficient integrated intrusion detection system is proposed by Karuppiah et al. [18] 

to detect network layer Sybil attack. This scheme spends less energy when 

detecting the Sybil node which behaves as a normal node in clusters. The CH 

creates a table of all nodes with their IDs and positions. Then, CH sends a packet 

to all nodes in the cluster. The latter, reply with their IDs and positions. After that, 

CH compares the received information with its existing table. If IDs and positions 



 

are not unique, the Sybil node is detected from the CH table. The experiments 

prove that the proposed technique able to detect the Sybil node accurately as well 

as improve the energy efficiency and the network lifetime compared to [16] and 

[17].  

The most recent technique to detect Sybil attack in cluster topology has been 

suggested by Priyanka [19]. In this work, the location information is used to detect 

cluster head which behaves as a malicious node. After selecting a cluster head 

depending on the level of its residual energy, it will send a packet to the base 

station which contains its ID and location as well as the ID and location of its 

members. This process will carry out in each cluster. Then, BS will check if any 

packet with multiple nodes having the same ID. The process will be repeated to 

mark the location of the Sybil node by BS. After that, BS will inform the nodes 

about the location of the Sybil node so that they do not communicate with it. This 

method works efficiency unless the Sybil nodes send false location information. 

3.1.4. RSSI-based Scheme 

In [9], Demirbas and Song proposed a method for Sybil attack detection 

based on the Received Signal Strength Indicator (RSSI) readings of messages. 

When a node receives a message, it will compute the RSSI of the message and 

associate it with the sender’s ID. Then, when another message with the same RSSI 

but from a different sender’s ID is received, the node can detect the Sybil attack. 

The analysis results showed that the Sybil attack could be detected with a 

completeness of 100% with few false positive alerts. Wang et al. [20] proposed a 

similar RSSI-based scheme in cluster-based WSNs for Sybil attack detection. It 

establishes the Jakes channel model in which the path loss and fading influence 

were considered. The experiment results indicate that this method achieves the 

preferable detection rate. 



 

In the context of clustering-based hierarchical architecture, Jan et al. [21] 

introduced a received signal strength based scheme to detect the Sybil nodes in 

WSNs. Their proposed approach requires a collaboration of any two high energy 

nodes and performs detection using signal strength of received messages. Each 

node sends messages to its two nearest high energy nodes. The messages contain 

residual energy and ID of a node. Both high energy nodes compute the signal 

strength of the received messages and exchange it for computing the RSSI ratio. 

After a certain period, the same process is performed to compute a new RSSI ratio 

using signal strength of received messages from the same node. If the new ratio 

is equal to the previous ratio and IDs of a node in received messages are also 

different, it means that the node has forged its ID. The results show that the 

proposed scheme significantly detects the Sybil nodes in comparison with existing 

methods. Further, RSSI is unstable over the time. 

Regarding the stability of RSSI, Marian and Mircea [22] presented a lightweight 

detection scheme for Sybil attacks based on three nodes collaborations using only 

their RSSIs without any other computations. The experiments showed that RSSI 

is stable enough to use it in a security scheme against Sybil attack. 

In order to prolong the network lifetime which is affected negatively by Sybil 

attack, Daiyu et al. [23] put forward a countermeasure against Sybil attack based 

on RSSI ranging and data flow monitoring. First, they detect suspicious nodes if 

all of their common neighbors find those nodes have the same distance (by 

computing RSSI value) to them. Second, a suspicious node will be considered a 

Sybil node if its data flow is abnormal according to some criterion. Analysis 

results show that proposed secure mechanism can effectively detect Sybil nodes 

and extends the network lifetime by 26.3%. 



 

3.1.5. Random Key Pre-distribution 

This technique is used to establish secure links between nodes for 

communicating with each other [24]. In the random key pre-distribution scheme 

which introduced in [1], a set of keys are assigned randomly to a node enabling it 

to compute the common keys that it shares with its neighboring nodes. The 

common keys are used to ensure node to node privacy. The main ideas here are 

the association of the ID with the key assigned to a node as well as the validation 

of the key. Validation involves ensuring that the network can validate the key. 

The fabricated Sybil identity will not pass the test of key validation as the keys 

associated with a random identity will not likely to have a significant intersection 

with the compromised key set. 

On the basis of the random key pre-distribution scheme, Pietro et al. [25] 

suggested a pairwise key establishment technique based on the node’s identity 

information to protect the network from the Sybil attack. However, due to the 

difficulty of building the specific node identity information, the technique is not 

practical and efficient. Furthermore, Qian presented an improved key pre-

distribution mechanism in which each node calculates the derived keys by using 

a hash function once [26]. This mechanism enhances the security of the original 

keys. However, the derived keys are calculated by each node after deployment. 

Therefore, the computational overhead of the nodes is increased. 

In order to protect the network against attackers as well as decrease the 

computational overhead, Bechkit et al. proposed a new hash-based key pre-

distribution approach [27]. Before deploying the nodes, a hash function is 

preloaded to the memory of each node. Then, every node in the network applies 

the hash function to each key of its key set. After that, the neighboring nodes 

calculate the pairwise keys using the hash function to establish a secure link. 

However, in this approach, the calculated pairwise keys are not unique. So, the 

probability of fabricating the pairwise key by a Sybil attacker is increased. If the 



 

fabricated pairwise key is the same as the legal one, the communication of the 

neighbor nodes will be disrupted by the Sybil attacker’s false identity. In another 

study, Cheng et al. [5] presented a chain key pre-distribution based approach to 

defending against Sybil attack. They proposed a lightweight approach to enhance 

the security of common keys between neighboring nodes. Their approach uses a 

hash function to create several chain keys by hashing the unique identity 

information of every node sequentially in the trusted base station. These keys 

create a pool of chain keys. During the phase of pairwise key authentication 

establishment, a node-to-node chain key based authentication and exchange (CK-

AE) protocol is proposed, by which every node can share the unique pairwise key 

with its neighboring node. The analysis results show that the proposed approach 

can not only defend against the Sybil attack but also reduce the communication 

overhead, which solves the problem in [26]. 

Regarding cluster-based wireless sensor networks, Archana et al. [28] presented 

a secure key management scheme adopted on the clustered architecture of WSNs. 

The proposed mechanism uses partial key pre-distribution in order to identify 

Sybil attack. Their approach consists of three phases including pre-distribution 

phase, cluster formation phase, and communication phase. In the pre-distribution 

phase, each node is loaded with a set of partial keys, an index list of the partial 

keys, a unique ID and a single network key. In the second phase, after the cluster 

is formed, the member nodes and CHs send their encrypted IDs to the BS. Then 

the BS sends the index list to the CHs and their members to find out their partial 

keys. In the last phase, any two nodes want to communicate with each other, they 

are verified by their CH if they are within a cluster. Otherwise, they are verified 

by BS. This solution reduces the load on the BS and the processing time. 

3.2.  Discussion 

Each of the defense mechanisms against the Sybil attack that we have reviewed 

has different tradeoffs. Most schemes are not capable of defending against Sybil 



 

attack 100%. Additionally, each method has different costs and relies on different 

assumptions. The radio resource testing mechanism may be breakable with 

custom radio hardware, and validation may be expensive in terms of energy of 

nodes. Furthermore, the efficiency of this method depends on the total number of 

radio channels available to the nodes. On the other hand, the central authority-

based methods have larger overheads when applied to large-scale systems. 

Although this method seems like the ideal solution to tackle Sybil attacks, there 

are many issues related to the implantation of certification authority specifically 

about how the CA will establish the entity-identity mapping. In real-world 

environments, this can be costly if performed manually on large scale systems. 

Additionally, if the CA is compromised, the whole network falls apart, and all 

nodes become vulnerable to the Sybil nodes. Position/location verification 

methods can only put a bound on the number of Sybil nodes generated by an 

attacker unless they can very precisely verify node positions. Although this 

method proved its efficiency against Sybil attack, it needs several requirements 

such as special hardware/software as well as the nodes should be aware of their 

locations. The biggest problem with this method is that the Sybil nodes may send 

false location information. The received signal strength indicator based scheme is 

considered a robust defense mechanism against Sybil attack. In a real-world 

environment, as the distance between the transmitter and the receiver increases, 

the strength of the signal becomes weaker. Moreover, the signal strength may be 

affected by obstructions. On the other hand, the random key pre-distribution 

scheme has poor scalability as well as adding new node is considered a challenge. 

Also, the number of keys that must be stored in each node is proportional to the 

total number of nodes in the network which requires a huge storage space. In 

addition, establishing of keys via a base station is not secure as base station 

becomes a target for compromise. 



 

4. Proposed Approach 

There are various approaches to detect and prevent Sybil attack in wireless 

sensor networks as mentioned in the last section. But each of them has its own 

tradeoffs such as huge storage space, communication overhead, special 

requirements, etc. Thereby we propose a scheme which can overcome these 

limitations. 

In this section, we describe our proposed scheme to detect the Sybil node which 

behaves as a cluster head in the wireless sensor network. We first demonstrate the 

basic proposed scheme, discuss the WSN model and assumptions, and then we 

describe the algorithm. 

4.1. Basic Scheme  

Sybil attack poses a threat to clustered sensor network due to the harmful effect 

on the whole cluster that caused by the Sybil node once it becomes a cluster head. 

This bad effect degrades security and performance of the network.  In response to 

this problem as well as to overcome the constraints of existing methods, we 

propose a new defense mechanism to detect the malicious cluster head which has 

the intention of causing the Sybil attack in WSN. 

Our proposed scheme uses the RSSI technique mentioned in [9] to detect Sybil 

nodes. The detection scheme is based on the fact that any two received messages 

from the same sender have the same signal strength values which are calculated 

at the receiver because the sender locates in the same position. In other words, the 

same RSSI values mean that their associated messages come from same sender 

(same location). Since the Sybil node may send a message each time with different 

IDs to the same receiver, the latter can detect the Sybil node by calculating the 

RSSI value for each message. Then, it will be clear that both RSSIs are the same 

which means that the message has been received from the same sender but with 



 

different IDs. In this case, there can never be a node with different IDs unless the 

node is a Sybil node. 

Based on this idea, the proposed approach consists of two phases. The first phase 

includes the formation of clusters as well as suspicion of some nodes may occur 

at this phase. While the detection of the Sybil node is done at the second phase. 

In this approach, the base station is considered a central authority which is used 

to verify the identity of the cluster head to detect the Sybil node according to trust 

approach in [15]. 

4.2. Network Model and Assumptions  

The clustered sensor network that has been selected consists of N static sensor 

nodes, including cluster heads, member nodes, Sybil node and a base station. CHs 

are responsible for collecting the data within their clusters and transmitting it to 

the BS. The formation of clusters is based on LEACH routing protocol. Every 

sensor node in the network has a unique identity (ID).  

Following assumptions of the WSN are used in the proposed scheme: 

1) The proposed scheme will be implemented after deploying the nodes in the 

network. 

2) Sybil node is formed by the compromise of the cluster head.  

3) The node with the highest energy will be selected as a cluster head. 

4) Each member node joins the cluster head which has the maximum received 

signal strength. 

5) The base station is a trusted device. 

4.3. Algorithm  

Phase I: (formation of the clusters and suspicion of some nodes) 

Step1: The cluster head will be selected among the nodes on the basis of the 

remaining amount of the energy.  



 

Step2: The Sybil node present in the cluster may steal the identity of the cluster 

head and broadcast HELLO messages to the nodes asking them to join its cluster. 

Step3: The nodes receiving the messages will join the respective cluster heads 

(including Sybil node) by replying to the message.  

Step4: After the election of cluster heads in the network, every cluster head will 

send a control packet to the BS, which contains the ID of the cluster head as well 

as the IDs of its members and RSSI values of the received replies from the 

members.  

Step5: The BS will receive the control packets and calculate the RSSI value for 

each one. 

Step6: The BS checks if in any cluster it has a received control packet with 

multiple nodes having the same ID (here the Sybil node and cluster head have the 

same ID). 

Step7: The ID and RSSI value of both suspects will be stored by the BS in order 

to detect the malicious cluster head. 

The steps of phase I are illustrated in figure 4.3.1. 

 

 

 

 

 

 

 

Figure 4.3.1: Phase I (formation of the clusters) 
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Phase II: (detection of the Sybil node), as illustrated in figure 4.3.2. 

 

 

 

 

 

 

 

Figure 4.3.2: Phase II (detection of the Sybil node) 

 

Step1: The BS will send a message to the nodes in the suspect cluster to select a 

cluster head again. 

Step2: The Sybil node will again steal the ID of the new cluster head and 

broadcast HELLO messages to the nodes in the network asking them to join its 

cluster. 

Step3: The nodes receiving the messages will join the cluster head (the Sybil 

node) by replying to the message.  

Step4: The new cluster head will again have to send a control packet to the BS 

which contains its ID as well as the IDs of its members and RSSI values of the 

received replies from the members. 

Step5: The BS will again receive a packet which contains the same ID for multiple 

nodes, and it will calculate the signal strength value of the received packet. 

Step6: The BS will compare the ID and the RSSI value received in the new 

control packet with the ID and RSSI value stored previously. 

Step7: Since the RSSI values of the messages transmitted by the Sybil node will 

be the same, the BS will detect that it has received two control packets from two 

different CHs, but they are located at the same position in the cluster. 

Suspect#1  ID#1 RSSI#1 

Suspect#2  ID#1 RSSI#2 

Suspect#3  ID#2 RSSI#1 

Suspect#4  ID#2 RSSI#3 

  

CH 

Sybil node with 
CH’s ID  

BS 

CH  

Control Packet 



 

Step8: The BS will inform the member nodes in the cluster about the location of 

the Sybil node so that the nodes do not communicate with it. 

Step9: The BS will now elect another cluster head from the list of member nodes 

received in the control packet. 

The proposed approach does not require any special requirements or shared 

keys to detect the Sybil node. In addition, the base station uses a small memory 

space to store only the IDs and RSSI values of the suspected nodes. On the other 

hand, the sensor nodes do not need to be aware of their locations because we can 

determine their locations using the RSSI technique which helps to save the energy 

of the nodes. 

5. Conclusion 

Nowadays, the Sybil attack is a major problem that suffers the wireless sensor 

network badly. There are various approaches to detect and prevent Sybil attack in 

such network. However, each of these techniques has its own tradeoffs and not 

suitable for the limited resources of the sensor nodes. Therefore, an efficient 

scheme is required to detect Sybil attack without additional overhead as well as 

to conserve energy and prolong the network lifetime.  

In this paper, we proposed a defense mechanism against Sybil attack, which can 

overcome the limitations of existing approaches. Our solution can detect the Sybil 

node which behaves as a cluster head in a clustering-based hierarchical network. 

The method is based on the RSSI technique to determine the location of the nodes 

without any additional requirements. Also, we used the trust concept to make the 

base station a central authority which is used to verify the identity of the cluster 

head in order to detect the Sybil node. The proposed approach consists of two 

phases. The first phase includes the formation of clusters as well as suspicion of 



 

the nodes that have abnormal behavior. While the detection of the Sybil node is 

performed at the second phase.  

In the future, we plan to improve our Sybil attack detection scheme in WSNs by 

taking into account that the Sybil node may be a strong enough to be able to alter 

the RSSI values. Therefore, we have to address this situation and prevent Sybil 

nodes from any alterations. 
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