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Abstract

This research deals with an exploratory study on the authenticity of
digital evidence in establishing information crimes. The development of
information technology has led to the emergence of new forms of crimes, and
cyberspace has become a place through which the criminal can carry out his
attacks quickly and secretly without leaving a trace of his crime, so that it has
become difficult for investigators and specialists to discover or prove the
crime. Because it was committed in a virtual, and limitless place, the
traditional evidence became unable to prove these crimes and could not
cope with them. Consequently, it is difficult to convict the accused, which has
led to the question of the authenticity of digital evidence in proving this type
of crime. Moreover, the digital transformation is one of the main pillars that
the world is witnessing, the interest in the digital directory has increased.
Based on the foregoing, the research discussed the concept of digital
evidence, its characteristics, types, and its importance in proof, then it
addressed the authenticity of digital evidence in some Western and Arab
legislations, then reviewed the results of the questionnaire that was prepared
about these crimes and analyzed them. The study reached many results and
recommendations, most notably that not to take digital evidence leads to the
loss of rights and the escape of the information criminal.

Keywords: Digital Evidence, Cyber Crimes, Authentic Digital Evidence,
Digital Transformation.
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