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Abstract: 

Knowing malware is the first step to protecting the phone from attacks. Most malware 

can be avoided. Malicious programs are special programs whose mission is to disrupt 

the system and sabotage its processes in addition to sabotaging data and information 

on the phone device, and it can be said about software that makes money illegally that 

it is Malicious software, and these programs can perform deletion and encryption 

operations so that the user cannot access his data and files without paying money or 

he may not be able to obtain them at all 

Malicious malware attacks the phone in the form of viruses, worms, Trojans, spyware, 

adware or rootkits, and their tasks are often aimed at accomplishing illegal tasks such 

as stealing protected data, deleting confidential documents, or adding programs 

without the user's consent. 

Keyword: malware, detection systems, mobile phones, malware for mobile 

phones. 

 ملخص البحث:

إٌ يعزفت انبزايج انضارة ْي انخطٕة الأٔنى نحًايت انٓاتف يٍ انٓجًاث. يًكٍ تجُب يعظى انبزايج انضارة. 

تعطيم انُظاو ٔتخزيب عًهياتّ بالإضافت إنى تخزيب انبياَاث انبزايج انخبيثت ْي بزايج خاصت يًٓتٓا 

ٔانًعهٕياث انًٕجٕدة عهى جٓاس انٓاتف ، ٔيًكٍ انقٕل عٍ انبزايج انتي تزبح أيٕالاً بشكم غيز قإََي أَٓا 

بزايج ضارة ، ٔيًكٍ نٓذِ انبزايج أٌ تؤديٓا عًهياث انحذف ٔانتشفيز بحيث لا يتًكٍ انًستخذو يٍ انٕصٕل 

 بياَاتّ ٔيهفاتّ دٌٔ دفع أيٕال أٔ قذ لا يتًكٍ يٍ انحصٕل عهيٓا عهى الإطلاق إنى

تٓاجى انبزيجياث انخبيثت انٓاتف في شكم فيزٔساث أٔ فيزٔساث يتُقهت أٔ أحصُت طزٔادة أٔ بزايج تجسس أٔ 

ثم سزقت انبياَاث ، ٔغانبًا يا تٓذف يٓايٓا إنى إَجاس يٓاو غيز قإََيت ي rootkitsبزايج إعلاَيت أٔ بزايج 

 انًحًيت أٔ حذف انًستُذاث انسزيت أٔ إضافت بزايج دٌٔ يٕافقت انًستخذو.

: انبزيجياث انخبيثت ، ٔأَظًت انكشف ، ٔانٕٓاتف انًحًٕنت ، ٔانبزيجياث انخبيثت نهٕٓاتف مفتاحية ال ماتالكل

 .انًحًٕنت



 

 

 

Introduction: 
The mobile phone, a great invention that brought about a tremendous revolution in the 

world of communication, made the process of communication smooth, made it 

available and possible at any time, and made the privacy of calls between people a 

large space, especially since mobile phone communication is not only by voice 

calling, but by text messages and many more. Applications, so the mobile phone is 

like the personal computer that accompanies its owner everywhere, and no one can 

dispense with it if he wants to contact the whole world and know all the news first 

hand (Blake, H., 2008). 

The mobile phone brought about a great qualitative leap in people's lives, as it 

allowed its users the freedom to communicate with everyone without being forced to 

stay at home. Before its invention, people were forced to stay next to the fixed phone 

while waiting for a call, but after its invention, mobility in all places became available 

and not Waiting for calls is a hindrance for the person, as the phone accompanies the 

person wherever he goes. This is why the mobile phone has become, at the present 

time, a necessity that a person cannot imagine his life without (Moberg, Å., et al, 

2014). 

It has become natural for each person to have his own personal phone and his own 

number that you can communicate through at any moment, so the best description that 

can be given on a mobile phone is that it is a personal companion to its owner, at the 

present time the number of mobile phone companies is very large, and they are all 

competing to make a phone with privileges not found in any other phone, which is 

why mobile phones have developed at a tremendous speed (Funk, J. L., 2004). 

A mobile phone is considered to be a phone device that makes calls through the use of 

cellular network technology so that it is able to send signals to a cellular network, 

smart phones are a type of mobile phone, but it has the advantage of being an 

advanced device and has a touch screen, and the first mobile phone has been put up 

for sale. In 1984, its price reached nearly four thousand dollars, and statistics indicate 

that the number of mobile phones around the world reached in the year 2012 more 

than five billion mobile phones (Russell Ware, 2018). 

Malware is a major problem that threatens the security of every mobile phone user. It 

is one of the most dangerous threats to a mobile phone and can steal personal 

information or hinder the functioning of the device. Malicious software includes 

various types of software, intended to cause system corruption or to access data 

without the user's knowledge (Hypponen, M., 2006). 

 



 

 

 

Malware poses a major threat to computer networks due to the potential for heavy loss 

to the victim, most types of malware depend on some type of user action.  Either you 

receive an email that requires you to download the exe file or there is a link waiting to 

click on it (Zyba, G., et al, 2009). 

The attackers have a good knowledge of the vulnerabilities of various devices and 

exploit the weaknesses to reach their target, some malware can get onto your mobile 

phone by taking advantage of security vulnerabilities in your operating system and 

software. Older versions of browsers and their add-ons and components are 

considered easy-to-reach targets (Lawton, G., 2008). 

Most of the time, malware is installed by users (you!) And ignore what they're doing 

and rush through software installations that include malware. Many programs install 

malicious toolbars, download assistants, a system and internet optimization tool, fake 

anti-virus software, and other tools automatically to harm the device (Peng, S., Yu, S., 

& Yang, A., 2013). 

Therefore, it is imperative to detect malicious software to protect ourselves and our 

devices from falling into danger, as this research came with the aim of demonstrating 

the impact of malware detection systems for mobile phones. 

Problem Statement: 
When downloading any application or file on a mobile phone, malware and malicious 

codes usually hide in fake versions of popular applications, without the user's 

knowledge of them, in addition to that these malicious programs are able to destroy 

the mobile phone, as well as have the ability to steal all data and personal information 

and fake it, which requires full awareness of these programs and how to deal with 

them. 

Malware software 
Malware is an abbreviation of two words ("malicious software"): it means malicious 

programs and it is a programmatic code that works to harm the user, harm his 

computer, harm the computer network, or harm others, it also traces into or destroys 

the computer system without the consent of the owner. When malicious programs are 

installed, it is very difficult to remove them. Depending on the degree of the 

programs, their damage can range from slight annoyance (some unwanted advertising 

pages during the user's work on the computer) to irreparable harm that requires 

reformatting the hard drive, for example (Dunham, K., 2008). 

 



 

 

They are special programs whose mission is to disrupt the system and sabotage its 

processes in addition to sabotaging the data and information on the phone, and it can 

be said that software for making money illegally is malicious software, and these 

programs can perform deletions and encryption operations so that the user cannot 

access his data and his files without paying money or he might not be able to get them 

at all (Qamar, A., Karim, A., & Chang, V., 2019). 

Malware is one of the many types of small programs that have become widespread 

and infected. Malware metaphorically is a direct virus relative, the malware does 

many bad things on your computer such as monitoring your e-mail or instructing your 

e-mail to send spam on behalf of other people (Kondakci, S., 2008). 

It can be said that they are insidious programs that secretly install themselves on your 

phone device, perform secret operations without your permission, as these malwares 

do hundreds of things from your phone device such as recording the keystrokes that 

you press, stealing your passwords, monitor your browser usage, open new browser 

windows on its own, send email using your personal mail, redirect your browser to 

specific pages, and report your personal information to remote servers. 

One of the most popular ways to get malware is the Internet and e-mail. This software 

may reach you by browsing to a site that previously seized it, downloading unsafe 

files, opening dangerous e-mails or by clicking on any of the untrustworthy ads and 

profit messages Suspicious (Hypponen, M., 2006). 

Methods for detecting exposure to a malicious program: 
Mostly, it is the abnormal malware behaviors that reveal its presence, so it is done 

through the following things (Bayer, U., 2009) & (Grégio, A. R. A., et al, 2015): 

1- Unusually slow operation of the device, this is noticeable in normal mobile 

phone use cases. 

2- The appearance of advertisements on the screen in places where they do not 

usually appear frequently, it is one of the most correct indications of the 

presence of malware, so you can usually find it in the form of a profitable 

advertisement such as Congratulations You won a million dollars. 

3- Sudden system halting, blue screen, and freezing, especially on Windows 

devices, after encountering major errors as a result of malicious software. If 

the disk storage space is mysteriously lost, this is an indication of the presence 

of a large size of harmful files within the computer. 

4-  Strange increase in internet usage in the device. 

5- The increased use of system resources as well as the fan starting up too 

quickly is a sign of malware activity in the background. 



 

 

6- Change the home page in the browser without permission, and clicking on the 

links leads to incorrect and unwanted destinations, this also may slow down 

the browser. 

7- Unexpectedly new components and tools or extensions within the browser, 

which is dangerous for the browser. 

8- Antivirus software has stopped working and the user is unable to update it. 

9- There is software that shows itself directly and informs the user that it has 

managed to obtain this user's data, and he must pay money to be able to 

retrieve it. 

Even if the computer is working well and you did not notice any strange behavior, this 

is not sufficient evidence that the computer is healthy, but malware can hide in smart 

ways. 

Types of malicious programs: 

1- Viruses: 

It is so named because it resembles the natural viruses that infect the human body, 

which are characterized by their small size and greatness of harm, and the difficulty in 

detecting them, and the speed of their reproduction, in addition to the possibility of 

their transmission to other healthy bodies and infection, and these characteristics 

(Filiol, E., 2010). 

It is a small program that adds itself to all the files that you want to contaminate, the 

goal of which is either to destroy certain data in the infected device, or to annoy the 

user by slowing down the operation of the device (Filiol, E., 2010). 

It is a malicious program that, when loaded, attaches to another program and repeats 

itself and infects other programs. 

Characteristics of viruses: 

It is distinguished by its ability to reproduce significantly and contaminate a large 

amount of files and programs in the computer, and it is at this stage that it is in the 

process of spreading, but without any destruction, and the destruction may begin 

while the user is running one of the programs or files contaminated with this virus 

(Aycock, J., 2006). 

The use of viruses and the methods of their spread it can be transferred to the user's 

device without his knowledge, through a file contaminated with a computer virus, or 

in the form of a mail message with an attached file contaminated with a virus, or 

through chatting sites where an interviewer asks you to receive a file and open it 

without knowing its content (Aycock, J., 2006). 



 

 

Its damages range from destroying all the contents of the device and the occurrence of 

other problems, such as slow performance of the device, the emergence of error 

messages repeatedly, or automatic restart of the device, and that depends on the goal 

of the virus programmer from it, and the extent of the damage that he wants to inflict 

on the device (Bose, A., & Shin, K. G., 2006). 

2- Trojans Horse: 

It is a small program, that appears in the form of a file, pretending to be doing useful 

work, or making important updates to the device, and as soon as it is turned on it 

begins to destroy or spy directly without introductions. It is considered one of the 

most dangerous malware as it enters the computer illegally and collects financial and 

private data and allows modification to it and thus allows the installation of many 

ransomware programs (Zhang, X., & Tehranipoor, M., 2011). 

A Trojan horse is distinguished by the fact that it does not multiply between files and 

programs and does not contaminate it like a virus, it destroys without an implementer, 

for months or years without knowing it (Bryce, T., 2006). 

Often it is transmitted to the user's device with his knowledge, it may arrive through a 

file or program that the user brought from another person, either through storage 

media, or through a computer network, or in the form of a mail message with an 

attached file contaminated with a virus, or through chatting sites where it requests 

One of your interlocutors receives a file and opens it, which are in fact Trojans 

(Zhang, X., & Tehranipoor, M., 2011). 

The damages of the Trojan horse range from the user's loss of data and information on 

the device to the violation of its privacy, some types destroy data and information on 

the device, or slow down the operation of the device and create many problems that 

lead to the collapse of the device (Fuentes, D., et al, 2010). 

As for others, they spy for the account of their maker and programmer, and they send 

information that may be confidential, such as credit card numbers or passwords for 

postal accounts, and some can take pictures of the desktop that show what you are 

doing now and then send these pictures to its programmer, and some give The 

possibility of full control of the device as if it is in front of it, enabling it to delete and 

modify files, and therefore the damage may be many times greater than that of viruses 

(Zhenfang, Z. H. U., 2015). 

 

 

 



 

 

3- Worms 

it small programs, usually received via a computer or phone network, are often 

intended to annoy the user, or destroy the information stored in the device, in addition 

to causing large traffic to the network by sending and receiving large data 

continuously that may lead to the collapse of the network or its slowdown, so called 

because it is similar to natural worms in the speed of reproduction and spread (Chen, 

Z., Gao, L., & Kwiat, K., 2003). 

They are dangerous programs that repeat themselves a lot as well as be ready to move 

to other devices and increase in them and cause destruction of files. 

Worms are characterized by their small size and amazing speed of spread, they may 

infect millions of devices within a short period of time, due to their dependence on the 

computer network to spread, they have the ability to reproduce and spread, but they 

do not contaminate files or programs or add themselves to them, but rather they 

spread in the network that The contaminated device is linked to it, as its spread 

exceeds the device itself to reach others through the computer network (Pratama, A., 

& Rafrastara, F. A., 2012). 

Worms are spread through the Internet or the local network, through a mail message 

with an attached file containing the worm itself, or through a security vulnerability in 

the operating system (Toutonji, O., & Yoo, S. M., 2009). 

Worm damage is distributed between the user's device and the network to which this 

device is connected, as it may destroy the data in the device, or contribute to the slow 

performance of the device by consuming the device's resources without interest, in 

addition to making the computer a source of harm to others through the spread of 

other healthy devices. On the net it weighs down, by sending itself to as many postal 

addresses as possible (Weaver, N., et al, 2003). 

In addition, some worms are designed to overthrow certain websites, as they flood the 

site from browser requests that lead to difficulty accessing the site or completely 

inaccessibility (Toutonji, O., & Yoo, S. M., 2009). 

 

4- Bots: When Robots Control the World 

They are automated programs that perform a specific process. There are many 

legitimate bots that help the Internet run smoothly, such as the Googlebot program. 

However, the bot can also be used to perform many suspicious operations such as 

infecting unprotected computers and adding them to a malicious bot network (botnet) 

(Wessel, M., et al, 2012). 

 



 

 

The person responsible for operating the botnet can carry out many different types of 

attacks, by remotely controlling a number of computers. and for example. A bot can 

steal data from an infected computer, including user contacts, passwords, and other 

private information. Computers infected by the bot may also become mail propagation 

points, Spam, malware, and other nasty surprises to other users (Wessel, M., et al, 

2018). 

Finally, the bot can use the infected network to launch DDoS attacks and other attacks 

on a large scale. A bot is perhaps the most powerful type of malware, as it is able to 

spread in various ways and attack in many ways (Geer, D., 2005). 

5- Spyware: 

 They are programs designed to collect your data and send it to a third party, without 

your consent or your knowledge. The data collected is sent to the app's creator or 

possibly to a third party, it can be stored in a way that can be recovered at a later time. 

Some spyware may monitor keystrokes ("keyboard recorders"), collect confidential 

information (passwords, credit card numbers, PIN numbers, etc.), collect email 

addresses or track your browsing habits. In addition to all this, spyware inevitably 

affects the performance of a phone or computer (Stafford, T. F., & Urbaczewski, A., 

2004). 

Adware, pornography, and dangerous software include legitimately developed 

programs that can, in some cases, be used to pose specific threats to computer and 

phone users (including acting as spyware). Although these programs may have been 

developed and distributed by legitimate companies, they may include functions that 

some malware creators use for malicious or illegal purposes (Boldt, M., Carlsson, B., 

& Jacobsson, A., 2004). 

Spyware is prevented when installing any program on a phone or computer. It is 

necessary to ensure that you carefully read all disclosure information, including the 

license agreement and privacy statement. Sometimes the unwanted software included 

in the installation of a certain program may already be documented, and it may appear 

at the end of the license agreement or privacy statement (Herley, C. E., et al, 2015). 

6- keylogger 

Simply put, a keylogger is a tool designed to capture all keystrokes of a computer 

either through a program or a device / tool. This keyboard recording activity is also 

referred to as keylogging or keystroke logging. Although keylogger is not illegal, its 

use is often linked to malicious processes (Davarpanah Jazi, et al, 2014). 

A keylogger is to record every keystroke from the target computer and it's not 

necessarily a bad thing. Unfortunately, the most common use of a keylogger is related 

to malicious activities. 



 

 

 Keyboard monitoring software is widely used by cybercriminals as a way to steal 

sensitive information from victims such as credit card numbers, passwords, and 

personal emails, Bank credits, driver's license numbers, etc.  (Olzak, T., 2008). 

 

There are two main types of keyloggers, one version of a hardware (hardware) version 

and a copy of a software (a program). When it comes to the comparison between 

hardware and software, it is important to understand the differences between the two 

types. Although the most popular type is software, one must still understand how a 

keylogger works as well (Creutzburg, R., 2017). 

The easiest way to detect software keyloggers is to check what is running on the 

system processes. If something seems strange, you should search the Internet and try 

to find out if it is a legitimate program or a known keylogger. Moreover, checking and 

checking the traffic leaving your computer is a good idea as well (Dadkhah, M., & 

Jazi, M. D., 2014). 

Getting rid of software keyloggers is not easy but it can be done. You must first try to 

install an anti-malware program Keyloggers on your device and check if they can be 

removed. If your computer is still running erratically and you suspect that the anti-

keylogger software was not able to solve the problem, you may have to reinstall the 

operating system completely (Tuscano, A., & Koshy, T. S., 2020). 

Malware detection systems: 

IObit Malware Fighter Free 

Free Malware Fighter 6.2 is part of IObit's protection and performance improvement 

program, which includes Driver Booster, Advanced Systemcare, Smart Defrag, 

Password Manager, etc. 

This program is a protection package that aims to protect Internet browsing from the 

latest harmful threats such as ransomware and adware. It detects all types of malware, 

there are different types of scan (basic, complete and direct) and it is very easy. 

One of its advantages is that it provides a wide database of threats, it is updated 

regularly, the ability to detect types of malware for different scenarios, it notifies 

users about any new ransomware program in alerts. 



 

 

 

Figure 1: IObit Malware Fighter Free 

 

iolo System Mechanic Ultimate Defense 

Mechanical Maximum Defense System is a new program from IOLO that offers a 

modern and comprehensive solution. It is implemented by 6 layers of protection 

(modules), the main component being the anti-malware scanner in real time. Certified 

VB-100 technology finds and stops harmful files in early stages by applying 

behavioral analysis. To speed up scanning and detection, the mechanical system is 

characterized by the presence of a database that contains the most important and 

comprehensive virus and harmful files, which at the same time excludes reliable files 

from scanning to save computer resources and time. Byepass password manager and 

automatic privacy cleaner are integrated as part of a secure network system. 

Characterized by providing perfect results in testing, the built-in PC Optimizer is the 

ability to recover deleted files. 



 

 

 

Figure 2: iolo System Mechanic Ultimate Defense 

 

Malwarebytes  
It was developed to provide multi-level protection for personal computers by cleaning 

and saving all forms of malware currently known. Also, the free version of 

Malwarebytes gets rid of spyware easily by identifying and removing any suspicious 

files. Malwarebytes is an anti-malware program that detects and removes infected 

computer files. the free version is actually a 14-day trial. 

It is characterized by the ability to detects and removes spyware, botnets, Trojan 

horses, and other viruses, very easy to use and has clear instructions that can be easily 

followed, and enhances instant protection against viruses when used with anti-virus 

software. 



 

 

 

Figure 3: Malwarebytes 

 

Kaspersky Internet Security 

The new antivirus product from Kaspersky Lab now comes equipped with a malware 

defense module, and consumes fewer system resources thanks to the rebuilt 

algorithms. It enables you to manage devices in your My Kaspersky account, which 

also provides access to a password manager and parental control options. 



 

 

 

Figure 4:Kaspersky Internet Security 

 

Impact of malware detection for mobile  
Usually malware and malicious codes hide in fake versions of popular applications, 

the user must check whether the application in question is developed by the same 

company, and here the evaluations of other users can be used, and the user must be 

careful and careful when dealing with applications that promote themselves By 

making paid content available for free, or applications, that can add new functions to 

popular applications, which the original applications do not provide. 

Consequently, many users may resort to dealing with a special system to detect 

malware for mobile phones, due to the large threat situations and thus justify the 

abundance of offers from malware detection programs, as new attacks targeting the 

phone are always detected, in addition to the constantly increasing risk of malware 

Such as data encryption and ransomware viruses, so there is no substitute for 

protecting the phone well, as it works to provide safe protection on an ongoing basis. 

Knowing about malware is the first step in protecting your phone from attacks 

Most malware can be avoided by applying some common sense when downloading 

and opening files from various sources. However, for complete security. 

 

 

 



 

 

Conclusion: 
 

Dealing with malware, known as malware, is a reality we all face when online. 

Nobody wants to open their email to discover that they have just sent an infected file 

to all of their friends, or their data has been erased due to a virus. Although most 

people fear viruses, they are also surprisingly unaware of what malware is and how it 

does its malicious work. 

Consequently, many users may resort to dealing with a special system to detect 

malware for mobile phones, due to the large threat situations and thus justify the 

abundance of offers from malware detection programs, as new attacks targeting the 

phone are always detected, in addition to the constantly increasing risk of malware 

Such as data encryption and ransomware viruses, so there is no substitute for 

protecting the phone well, as it works to provide safe protection on an ongoing basis. 

Thus, it may be required to download and deal with special programs to detect 

malicious software for mobile phones, thus helping users to detect and deal with these 

programs. 
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